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Filed via http://www.regulations.gov  
 
February 11, 2019  
 
U.S. Department of Health and Human Services Office for Civil Rights 
ATTN: RFI, RIN 0945-AA00 
Hubert H. Humphrey Building Room 509F 
200 Independence Ave SW Washington, DC 20201  
 
RE: Department of Health and Human Services, Office for Civil Rights RIN 0945–AA00 
regarding possible changes to the HIPAA health privacy and security rules , Docket ID 
HHS-OCR-0945-AA00 
 
On behalf of the National Network to End Domestic Violence (NNEDV), the Confidentiality 
Institute (a project of the Danu Center for Strategic Advocacy), the National Center on Domestic 
Violence, Trauma & Mental Health (NCDVTMH), and the millions of individuals and families 
across America affected by domestic and sexual violence, we are writing to submit comments 
regarding the Department of Health and Human Services’ (HHS) Request for Information 
regarding possible changes in the HIPAA health privacy and security rules. The Federal Register 
notice appeared on December 14, 2018, 83 Federal Register 64302, 
https://www.federalregister.gov/documents/2018/12/14/2018-27162/request-for- information 
 
The National Network to End Domestic Violence (NNEDV) is the nation’s leading domestic 
violence organization working on survivor privacy and confidentiality issues, providing trainings 
and technical assistance to domestic and sexual violence programs and Department of Justice 
Office on Violence Against Women’s grantees. NNEDV also represents the 56 state and 
territorial coalitions against domestic violence, their more than 2,000 member programs, and the 
millions of victims they serve each year. 
 
Confidentiality Institute is a national training and consulting organization that empowers people 
to protect privacy for crime victims. The Institute partners directly with NNEDV to provide 
technical assistance to domestic and sexual violence programs across states, territories, and tribal 
communities.  
 
The National Center on Domestic Violence, Trauma & Mental Health (NCDVTMH) is a national 
resource center administered through the Family Violence Prevention and Services Program at the 
U.S. Department of Health and Human Services. As a federally funded national resource center 
established in 2005, NCDVTMH provides training and technical assistance, support, and 
consultation to advocates, mental health, and substance use providers, legal professionals, judges, 
policymakers, and tribal organizations as they work to improve agency and systems-level responses 
to survivors of domestic violence and their children.  
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For victims of domestic and sexual violence, privacy and confidentiality of their personal 
information is a matter of personal safety and security. In the context of an abusive relationship 
or interaction, the basis of that abuse is often rooted in power and control. When a survivor 
cannot control who sees or knows what information is shared about their abuse, this increases the 
victim’s loss of control, power, and autonomy and could result in further victimization. 
Therefore, it is our belief that survivors should have control over information about their 
victimization and to whom it is shared. The contemplated changes to the HIPAA Privacy Rule 
would drastically undermine a victim’s ability to safely seek comprehensive medical care. 
 
I. Questions on topic A, Promoting Information Sharing for Treatment and Care 

Coordination, Question A. (5): Health care clearinghouses’ use and disclosure of 
PHI 

 
(5)(b): Should health care clearinghouses be subject to the individual access 
requirements, thereby requiring health care clearinghouses to provide individuals with 
access to their PHI in a designated record set upon request? Should any limitations apply 
to this requirement? For example, should health care clearinghouses remain bound by 
business associate agreements with covered entities that do not permit disclosures of PHI 
directly to an individual who is the subject of the PHI? 
 
(5)(c): Alternatively, should health care clearinghouses be treated only as covered 
entities – i.e. be subject to all requirements and prohibitions in the HIPAA Rules 
concerning the use and disclosure of PHI and the rights of individuals in the same way as 
other covered entities…? [W]ould this change prevent covered entities from providing 
assurances to individuals about how their PHI will be used and disclosed?  
 
Requiring health care clearinghouses to share PHI with individuals also requires them to 
share PHI with personal representatives (which may be a spouse, parent, adult child or 
other close relative). 45 CFR 164.502(g). Because of this, health care clearinghouses 
should not be subject to individual access requirements. For victims of domestic violence, 
family violence, stalking, sexual violence, and elder abuse, the people closest to them 
may also be the ones who pose the greatest risk of harm to them. Inappropriate access to 
medical records can greatly increase the risk of being harmed by an abuser. Just as 
importantly, fear of inappropriate access to medical records has a chilling effect on the 
willingness of individuals to disclose experiences of violence, which then impedes 
effective referrals and coordinated care for victims.  
 
Because health care clearinghouses have no direct treatment relationship with individuals 
and are not practicing health care professionals, they are unable to implement important 
protective exceptions. Any covered entity may withhold information from a person 
claiming to be the personal representative if a health care professional determines that the 
person poses a danger of harming the individual; has subjected the individual to domestic 
violence, abuse, neglect; or will use access to cause substantial harm to the individual or 
another person. 45 CFR 164.502(g)(3)(i), (5); 164.524(3)(iii). Essentially, these rules 
allow a doctor to exercise best judgment when they have reason to believe that the lawful 
personal representative is a person dangerous to the patient and to protect sensitive 
information from disclosure to that person.  
 
Health care clearinghouses, however, have no relationship with a patient and are in no 
position to make judgment calls about whether a personal representative poses a threat. If 
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the rule were changed as contemplated, a dangerous or abusive personal representative 
could easily circumvent asking the doctor (who may be aware of the victim’s safety and 
privacy needs and thus deny access) by going directly to the health care clearinghouse to 
obtain records that an informed treatment provider would never turn over. No health care 
clearinghouse is reasonably likely to spend the resources to retain licensed health care 
professionals who can review the files and decline to share records where appropriate. If 
doctors must warn patients that a personal representative could request PHI from a health 
care clearinghouse, and the doctor has no input into whether that personal representative 
poses a danger to the patient, then patients will feel less safe to seek treatment or to 
disclose information about abuse and violence, thus interfering with the provision of 
appropriate referrals and effective coordinated care. 

 
II. Questions on topic A, Promoting Information Sharing for Treatment and Care 

Coordination, Question A. (7): Requiring covered entities to disclose PHI to covered 
entities 

 
(7) Should covered entities be required to disclose PHI when requested by another 
covered entity for treatment purposes? Should the requirement extend to disclosures 
made for payment and/or health care operations purposes generally, or, alternatively, 
only for specific payment or health care operations purposes? 
 
Across the nation, there are federally-funded programs that are offering healthcare 
services and specialized services to victims of domestic violence, dating violence, 
stalking, sexual violence, family violence, and violent crime. A substantial number of 
these organizations are HIPAA-covered entities. Because they specialize in victim 
services, all of their clients’ records contain sensitive information about experiences of 
physical violence, sexual assault, stalking, emotional abuse, and financial manipulation. 
Victims often make difficult decisions about whom can be trusted with details of 
victimization and its aftermath. Specialized victim services providers reassure victims of 
violence that they can choose what to share and then control whether that information is 
shared any further; in other words, victims retain control over their stories. Besides being 
best practice in the field, the vast majority of the victim service providers are federally 
required to protect personal information from disclosure under stringent mandates set by 
the Violence Against Women Act (VAWA), the Family Violence Prevention and 
Services Act (FVPSA), the Victims of Crime Act (VOCA), and local confidentiality and 
privilege statutes. (The intersection of these laws with the proposed Privacy Rule changes 
is discussed in detail below in response to Question A. (14).)  
 
A HIPAA Privacy Rule provision requiring disclosure by a covered entity to another 
covered entity could strip violence victims of their ability to control who has access to 
their descriptions of victimization shared with victim services providers. It is entirely 
possible that the perpetrator of harm is somehow affiliated with the requesting treatment 
provider, officially or through informal friend and family networks. Though voluntary 
disclosure of a violent victimization may assist sincere treatment providers in providing 
care, forced disclosure of that same information will only re-victimize individuals, 
dampen their willingness to seek help from any institution, and increase the risk that the 
receiving provider will dangerously disclose information to a perpetrator.  
 
Because the current rule allows, but does not require, a HIPAA-covered victim services 
provider to share PHI, the rule leaves room to consult with the individual and follow their 
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specific instructions about what information will or will not be shared. We believe that 
rule should stay in place. 

 
III. Questions on topic A, Promoting Information Sharing for Treatment and Care 

Coordination, Question A. (9): Requiring covered entities to disclose PHI to non-
covered health care providers 

 
(9) Currently, HIPAA covered entities are permitted, but not required, to disclose PHI to 
a health care provider who is not covered by HIPAA…for treatment and payment 
purposes of either the covered entity or the non-covered health care provider. Should a 
HIPAA covered entity by required to disclose PHI to a non-covered health care provider 
with respect to any of the matters discussed in Questions 7 and 8? 
 
As discussed in response to Question A. (7), HIPAA covered entities should not be 
disclosing sensitive or detailed information about physical violence, sexual assault, 
stalking, emotional abuse, and financial manipulation unless an individual specifically 
directs them to do so. A rule requiring disclosure of PHI would strip the individual of 
decision-making power, and completely undermine the promise of strict confidentiality 
that is core to effective victim services. The risks and harms to effective victim services 
and coordinated care are the same whether the required disclosure is to a HIPAA covered 
entity or a non-covered health provider. The existing rule allowing disclosure leaves 
room for a treating provider to consult with an individual about what should be disclosed, 
and make disclosures only pursuant to specific direction from the individual whose 
records are at issue. 
 

IV. Questions on topic A, Promoting Information Sharing for Treatment and Care 
Coordination, Question A. (13): Individuals opting out of required disclosures 

 
(13) Should individuals have a right to prevent certain disclosures of PHI that otherwise 
would be required for disclosure? For example, should an individual be able to restrict 
or “opt out” of certain types of required disclosures, such as for health care operations? 
Should any conditions apply to limit an individual’s ability to opt out of required 
disclosures? For example, should a requirement to disclose PHI for treatment purposes 
override an individual’s request to restrict disclosures to which a covered entity 
previously agreed? 
 
As discussed above, we do not support expanding the categories of required disclosures, 
and we do not believe that adding in an opt out provision would remedy the problems 
related to required disclosures. In order to exercise the opt out, trauma victims would be 
burdened with making sense of the back-office interactions of HIPAA-covered entities, 
non-covered providers, health care clearinghouses, health care plans, and their business 
associates. They would be required to predict who might request their records and for 
what purposes, then decide what might be too sensitive to be shared and with whom in 
advance. It is likely trauma victims will fall into one of two categories: the un-informed 
who exercise no opt-out because they do not understand the choices, and the fearful who 
will opt out of all sharing of their records because they cannot reasonably predict what 
might happen otherwise. Neither of these options fosters the real goal: appropriate 
sharing of relevant information to foster quality care without an individual losing 
reasonable control over their own PHI. 
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Certainly, under no circumstances should an individual’s instruction to restrict 
disclosures be overridden because covered entities entered into a general agreement about 
sharing PHI. Patients are not parties to the negotiations between entities, and they are not 
privy to the terms of those agreements. Patients cannot be bound by a health care 
corporation’s contracts when it is the patient’s PHI that is at issue. 
 

V. Questions on topic A, Promoting Information Sharing for Treatment and Care 
Coordination, Question A. (14): Interaction of PHI disclosure requirement with 
other laws 

 
(14) How would a general requirement for covered health care providers (or all covered 
entities) to share PHI when requested by another covered health care provider (or other 
covered entity) interact with other laws, such as 42 CFR part 2 or state laws that restrict 
sharing of information? 
 
Across the nation, there are federally-funded programs that are offering healthcare 
services and specialized services to victims of domestic violence, dating violence, 
stalking, sexual violence, family violence, and violent crime. Services are delivered either 
through multi-disciplinary staffing models or through close organizational collaborations. 
These organizations are largely funded by the Violence Against Women Act (VAWA), 
the Family Violence Prevention and Services Act (FVPSA), and the Victims of Crime 
Act (VOCA). VAWA, FVPSA, and VOCA (by regulation) contain strict confidentiality 
requirements for grantees providing victim services. In short, these victim service 
grantees are prohibited from disclosing any personally identifying information to third 
parties unless there is a written, informed, time-limited consent from the individual or a 
statutory or court mandate requiring disclosure of information. 
 
Many of these victim service organizations across the U.S. are HIPAA-covered entities. 
If the HIPAA Privacy Rule (a regulation) were changed to include a general requirement 
to share PHI when requested by another covered entity, the VAWA, FVPSA, and VOCA 
grantees would still be required to withhold information absent a written, informed, time-
limited consent. Additionally, a strong majority of U.S. states and territories have strict 
confidentiality and privilege statutes prohibiting the disclosure of communications 
between violence victims and advocates or counselors to third parties.  
 
Despite this national scheme of strict confidentiality, we predict widespread confusion 
and conflict if federally-funded victim service providers refuse to disclose information to 
other covered entities when HIPAA contains a requirement to disclose between covered 
entities. Currently, VAWA, FVPSA, and VOCA confidentiality regulations are poorly 
understood by general healthcare providers. There is often an incorrect assumption that 
HIPAA is the most stringent privacy rule. In fact, the VAWA privacy requirement is 
much stricter than HIPAA, providing only three types of permitted disclosure: with a 
signed consent, pursuant to statutory mandate, or in response to a court mandate. 
 
We have already addressed the risks of requiring disclosure above and the reasons we 
oppose such a change. However, if such a change were enacted, the language of any 
change should also make explicitly clear that the more stringent confidentiality 
requirements in VAWA, FVPSA, VOCA regulations, and local law supersede any 
HIPAA regulations.  
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VI. Questions on topic A, Promoting Information Sharing for Treatment and Care 
Coordination, Question A. (15): Explicit authorization prior to requesting PHI 

 
(15) Should any new requirement imposed on covered health care providers (or all 
covered entities) to share PHI when requested by another covered health care provider 
(or other covered entity) require the requesting covered entity to get the explicit 
affirmative authorization of the patient before initiating the request, or should a covered 
entity be allowed to make the request based on the entity’s professional judgment as to 
the best interest of the patient, based on the good faith of the entity, or some other 
standard? 
 
As previously stated, we oppose the suggestion that covered entities should be required to 
provide PHI upon request from another provider. A rule requiring the requesting entity to 
get affirmative authorization from the patient would not resolve the problems created by 
required disclosures. The requesting entity would be categorically unable to have an 
informed consent conversation with the patient because the entity requesting the records 
would not have any information about what is in those records. There is no opportunity 
for the patient to consider the risks and rewards of sharing their records if the 
authorization conversation is held whereby neither the patient nor the provider has access 
to the contents of those records.  
 
Of course, a patient could have an informed consent conversation about whether to share 
the records with the entity in possession of the records. That process already exists under 
the HIPAA Privacy Rule as the ability to authorize an entity to disclose PHI.  
 

VII. Questions on topic A, Promoting Information Sharing for Treatment and Care 
Coordination, Question A. (17): Expanding exceptions to the minimum necessary 
rule 

 
(17) Should OCR expand the exceptions to the Privacy Rule’s minimum necessary 
standard? For instance, should population-based case management and care 
coordination activities, claims management, review of health care services for 
appropriateness of care, utilization reviews, or formulary development be excepted from 
the minimum necessary requirement? Would these exceptions promote care coordination 
and/or case management? If so, how? Are there additional exceptions to the minimum 
necessary standard that OCR should consider? 
 
Violence victims would be substantially harmed by a weakening of the minimum 
necessary standard. When deciding whether to disclose information about domestic 
violence or sexual assault related victimization, individuals must consider the potential 
for harm to their reputation, social stigma in the community, and direct physical violence 
triggered by the disclosure. In short, victims decide for themselves with whom it is safe 
for them to share information, and then rely on promises of confidentiality to minimize 
risks associated with re-disclosure. The current minimum necessary disclosure standard is 
one safeguard that protects victims’ control over the information about their 
victimization.  
 
Using the minimum necessary standard is basic best practice whenever information is 
shared. Information entrusted to health care providers belongs to the individuals who 
entrusted it and should be managed with care. The minimum necessary standard is a 
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necessary reminder to all covered entities to handle the Protected Health Information of 
individuals with care. 

 
VIII. Questions on topic A, Promoting Information Sharing for Treatment and Care 

Coordination, Question A. (18): Disclosing PHI to social service agencies 
 

(18) Should OCR modify the Privacy Rule to clarify the scope of covered entities’ ability 
to disclose PHI to social services agencies and community-based support programs 
where necessary to facilitate treatment and coordination of care with the provision of 
other services to the individual?...What limitations should apply to such disclosures? For 
example, should this permission apply only where the social services agency itself 
provides health care products or services? In order to make sure disclosures to social 
service agencies (or other organizations), should covered entities be required to enter 
into agreements with such entities that contain provisions similar to the provisions in the 
business associate agreements? 

 
Under the current Privacy Rule, covered entities are already able to disclose PHI to 
community-based support programs and social services agencies where such disclosure 
would assist the individual. Specifically, they make the disclosure pursuant to 
authorization from the individual. The circumstances envisioned by the question imply a 
closely coordinated web of service providers coming together to meet the needs of the 
patient. Where the patient finds that productive and helpful, the patient can authorize 
disclosure of as much PHI as is useful in coordinating care.  

 
Patients should never be taken out of the decision-making process about their own lives. 
The coordination part of coordinated care should always include the individual receiving 
care. Leaving control in the hands of the patient is important because social service 
agencies and community-based support programs bring a wide range of philosophies 
about protection of individual information, autonomy and self-determination vs. best 
interests, oversight, and government reporting. It cannot be assumed that all those who 
express a desire to help will actually use PHI in a helpful manner. The patient impacted 
by the disclosure to the agencies should be at the center of making that judgment call. 

 
IX. Questions on topic A, Promoting Information Sharing for Treatment and Care 

Coordination, Question A. (19): Disclosing PHI to multi-disciplinary teams 
 

(19) Should OCR expressly permit disclosures of PHI to multi-disciplinary/multi-agency 
teams tasked with ensuring that individuals in need in a particular jurisdiction can 
access the full spectrum of available health and social services? Should the permission be 
limited in some way to prevent unintended consequences for individuals? For example, 
should covered entities be prevented from disclosing PHI under this permission to a 
multi-agency team that includes a law enforcement official, given the potential to place 
individuals at legal risk? Should permission to apply to multi-disciplinary teams that 
include law enforcement officials only if such teams are established through a drug court 
program? Should such a multi-disciplinary team be required to enter into a business 
associate (or similar) agreement with the covered entity? 

 
The routine disclosure of PHI to multi-disciplinary teams is extremely dangerous to 
victims of domestic violence, sexual assault, and stalking. The vast majority of multi-
disciplinary teams have at least one representative from law enforcement or a 
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prosecutor’s office. Regardless of any enabling statute or Memorandum of Understanding 
promising confidentiality for the multi-disciplinary team, law enforcement and 
government officials have a duty to disclose potentially exculpatory information to 
criminal defendants pursuant to the constitutional principle known as the Brady Rule. 
The requirement to disclose exculpatory information is interpreted independently by 
every prosecutor’s office, and some interpret it quite broadly. Diligent public defenders 
also seek to force disclosure of information once it has been shared with law enforcement 
members of a multi-disciplinary team. Because the Brady Rule is grounded fundamental 
constitutional rights, it cannot be modified by HIPAA regulations, MOU’s, or local 
statutes.  

 
Not every victim of crime will be facing an active prosecution of their assailant, but 
increasing criminal accountability is a primary goal of most multi-disciplinary teams. 
Victims of crime must have an opportunity to consider whether or how much of their 
medical records they want shared with the team, and must be informed of the risk that 
any member of the team may have a constitutional, statutory, or professional ethical 
responsibility to re-disclose those records outside of the confines of the multi-disciplinary 
team. Useful information from the medical records can always be shared, after the 
individual or personal representative has had an opportunity to consider the risks and 
rewards and identify the minimum necessary disclosure to meet the goals of engaging 
with the multi-disciplinary team. 

 
X. Questions on topic A, Promoting Information Sharing for Treatment and Care 

Coordination, Question A. (22): Addressing the Opioid Epidemic 
 

(22) What changes can be made to the Privacy Rule to help address the opioid epidemic? 
What risks are associated with these changes? For example, is there concern that 
encouraging more sharing of PHI in these circumstances may discourage individuals 
from seeking needed health care services? Also is there concern that encouraging more 
sharing of PHI may interfere with individuals’ ability to direct and manage their own 
care? How should OCR balance the risk and the benefit? 

 
Studies show that between 67%-80% of women in substance abuse treatment are victims 
of domestic violence.1 Therefore, any rule about the privacy of information about 
substance abuse services will substantially impact victims of domestic violence. 
Additionally, most common treatments for substance abuse are highly likely to uncover 
and record information about experiences of domestic and sexual violence. Any rule that 
loosens protections for information of substance abuse treatment is also reasonably likely 
to expose information about experiences of domestic and sexual violence more broadly. 
Broader sharing of information within the medical community could directly endanger 
victims of domestic and sexual violence. 
 
Furthermore, people who abuse their partners engage in coercive tactics targeted toward 
their partner’s use of substances as part of a broader pattern of abuse and control, 
including coercing a partner to use, threatening them with withdrawal, sabotaging their 
recovery efforts, and interfering with their ability to access treatment. Measures that 

                                                             
1	Patricia Bland, M.A., CDP, In Harm’s Way: Substance Abuse and Safety Issues in the Context of Violence Against 
Women (citing studies by Bennett & Lawson, 1994; Downs, 2001; Ogle & Baer, 2003)	
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make it easier to involve an abusive partner in an individual’s substance use treatment is 
likely to further jeopardize their ability to engage in care and place them at greater risk.2  

 
XI. Questions on topic A, Promoting Information Sharing for Treatment and Care 

Coordination, Question A. (23): Addressing Serious Mental Illness 
 

(23) How can OCR amend the HIPAA Rules to address serious mental illness? For 
example, are there changes that would facilitate treatment and care coordination for 
individuals with SMI, or ensure that family members and other caregivers can be 
involved in an individual’s care? What are the perceived barriers to facilitating this 
treatment and care coordination? Would encouraging more sharing in the context of SMI 
create concerns similar to any concerns raised in relation to the previous question on the 
opioid epidemic? If so, how could such concerns be mitigated? 

 
We urge OCR to consult extensively with the National Center on Domestic Violence, 
Trauma & Mental Health (NCDVTMH) in developing an amendment to these rules to 
address serious mental illness (SMI). Research conducted by NCDVTMH’s Executive 
Director Carole Warshaw and other experts has found that 30% of women seen in 
outpatient settings, 33% of women in inpatient settings, and 60% of women in psychiatric 
emergency room settings reported experiencing domestic violence in their lifetime.3  

The Heath Insurance Portability & Accountability Act of 1996 (HIPAA) allows for 
mental health providers to involve family members in an individual’s mental health 
treatment when certain criteria are met.4 The involvement of supportive family members 
in an individual’s mental health care can be appropriate and helpful under some 
circumstances. However, for individuals whose family member(s) are perpetrating 
domestic violence or child abuse, their involvement creates unique risks. For safety 
reasons, including fear of retaliation, a survivor may not want their abusive partner to 
have access to their health or behavioral health information or personal information. In 
some cases, the fact that a survivor has sought help at all might put them at risk of 
retaliation. The possibility of family involvement may cause survivors to delay seeking 
needed mental health services—or go entirely without services—for fear their sensitive 
information will be shared.  

Research has also shown that people who abuse their partners attempt to convince mental 
health providers that their partners are “crazy” as a way to further their control. A second 
survey conducted by NCDVTMH and the National Domestic Violence Hotline found that 
survivors of domestic violence routinely experience coercive tactics related to their 
mental health, including deliberate attempts by abusers to undermine their partners’ 
sanity, control their partners’ treatment, have their partners involuntarily committed to 
inpatient facilities, and then use these issues against survivors to undermine their 

                                                             
2	For more information see: http://www.nationalcenterdvtraumamh.org/publications-products/mental-health-and-
substance-use-coercion-surveys-report/ and http://www.nationalcenterdvtraumamh.org/2017/06/opioids-domestic-
violence-and-mental-health/	
3		For a summary of current research on this topic, see NCDVTMH’s fact sheet, Current Evidence: Intimate Partner 
Violence, Trauma-Related Mental Health Conditions & Chronic Illinois, available here: 
http://www.nationalcenterdvtraumamh.org/wp-
content/uploads/2014/10/FactSheet_IPVTraumaMHChronicIllness_2014_Final.pdf 
4 Statement of Deven McGraw, Center for Democracy and Technology, Does HIPAA Help or Hinder Patient Care 
and Public Safety? April 26, 2013.  
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credibility with authorities including law enforcement, child protective services, and the 
courts.5 Survivors who responded to the survey specifically told researchers that abusers 
attempted to convince police or doctors that they were mentally ill. Under these 
circumstances, loosening HIPAA regulations to ensure family involvement in an 
individual’s care will actually create more harm. 

All mental health providers should be prepared to manage the concerns and safety risks 
connected with domestic violence. Any expansion of spousal or family member access to 
PHI will increase the need for mental health providers to apply professional judgment 
about withholding access to those who may be abusive or dangerous to the patient, and to 
engage in appropriate informed consent and safety planning conversations with the 
patient about who should and should not have access to PHI.   

 
XII. Questions on topic A, Promoting Information Sharing for Treatment and Care 

Coordination, Question A. (25)(b): Parents and spouses accessing information 
 

(25)(b) Should any changes be made to specifically allow parents or spouses greater 
access to the treatment information of their children or spouses who have reached the 
age of majority? If the Privacy Rule is changed to encourage parental and spousal 
involvement, what limitations should apply to respect the privacy interests of the 
individual receiving treatment? 

 
As we have discussed throughout these comments, domestic violence, sexual assault, and 
stalking victims may identify their parents and spouses as most dangerous to them, rather 
than the most supportive. Recent initiatives in the medical community have substantially 
increased the implementation of screening for domestic violence in Emergency 
Departments, OB/GYN offices, and family practice settings. The intention of these 
screenings is to identify an important social determinant of health and connect victims of 
violence with community resources and appropriate health care. However, the results of 
Intimate Partner Violence (IPV) screens and the disclosures that are prompted by those 
screens must be treated as highly sensitive information. A best practice for IPV screens is 
to separate the patient from all other family members while the screening is conducted. 
This confidentiality and safety measure would be useless if a change in HIPAA Privacy 
Rules made the results of that IPV screen routinely available to parents and spouses 
through records disclosures.  

 
Any changes to encourage parental and spousal access to medical records must take into 
account the prevalence of domestic violence and sexual assault which might be recorded 
in those records and should not be disclosed to parents and spouses absent informed 
consent by the individual. 

 
XIII. Questions on topic D, Notice of Privacy Practices, Question D. (53)(d): 

Improvements to Notice of Privacy Practices 

                                                             
5 Carole Warshaw, Eleanor Lyon, Heather Phillips, Patricia J. Bland, Mikisha Hooper, MENTAL HEALTH AND 
SUBSTANCE USE COERCION SURVEY: REPORT FROM THE NATIONAL CENTER ON DOMESTIC VIOLENCE, TRAUMA & 
MENTAL HEALTH AND THE NATIONAL DOMESTIC VIOLENCE HOTLINE (2014)  
http://www.nationalcenterdvtraumamh.org/wp-
content/uploads/2014/10/NCDVTMH_NDVH_MHSUCoercionSurveyReport_2014-2.pdf 
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(53)(d) Please identify other specific recommendations for improving the NPP text or 
dissemination requirements to ensure individuals are informed of their HIPAA rights. 

 
The typical Notice of Privacy Practices, including the consumer friendly versions linked 
in the Request for Input, seriously misstates the circumstances under which a covered 
entity can disclose information about domestic violence without seeking authorization or 
offering an opportunity to object. Under 45 CFR 164.512(c), a covered entity may 
disclose information about abuse, neglect, or domestic violence to a government 
authority only if: 

 
(i) Disclosure is required by law and the disclosure is limited to the amount required 

by that law; 
(ii) The individual agrees to the disclosure; or 
(iii) The disclosure is expressly authorized by statute or regulation and 

(A) the covered entity believes in exercise of professional judgment that 
disclosure is necessary to prevent serious harm; or  

(B) the individual is incapacitated, law enforcement represents it is needed for 
immediate enforcement activity and not to be used against the individual. 
 

However, the model consumer friendly version of the Notice of Privacy Practices states: 
“We can share health information about you for certain situations such as…Reporting 
suspected abuse, neglect, or domestic violence[.]” 
https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/npp_booklet_hc_provider.pdf 
This over-broad assertion of a right to disclose abuse, neglect, or domestic violence is 
similar to the Notices of Privacy Practices that we have read as policy advocates and as 
health care consumers.  

 
State statutes reflect a wide variety of mandatory reporting requirements for health care 
providers, most commonly connected to injuries with a firearm or other weapon. In 2010, 
Futures Without Violence created a Compendium of State Statutes and Policies on 
Domestic Violence and Health Care.6 A few states do specifically require reporting of 
injuries committed by a domestic partner. Other states specifically exempt injuries by a 
domestic partner from disclosure, unless the patient consents. Because this portion of the 
HIPAA regulations specifically allows covered entities to follow local law, the privacy 
practice notification will be different for each state. But the Notice of Privacy Practices 
seems to be exactly the same everywhere, and does not advise covered entities to adjust 
the language to fit local law. 

 
There is real harm that stems from the overbroad assertion that disclosures of abuse, 
neglect, and domestic violence are not protected by HIPAA Privacy. If patients actually 
read and understand the Notice of Privacy Practices (which is substantially more likely if 
they are given the consumer friendly version available at hhs.gov), then they will believe 
that any disclosure to their medical provider of any experience of abuse, neglect, or 
domestic violence will trigger a loss of privacy and a report to government authorities. If 
doctors and nurses are actually reading and understanding the NPP, they may also believe 
they have the discretion to notify government authorities upon any disclosure of abuse, 
neglect, or domestic violence, as stated in the Notice of Privacy Practices. 

                                                             
6	https://www.acf.hhs.gov/sites/default/files/fysb/state_compendium.pdf	
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Recognizing that the detailed rule itself would be hard to understand for patients, and that 
the actual privacy practices of a covered entity will differ jurisdiction by jurisdiction, the 
model NPP’s should be updated to accurately summarize the relatively specific 
circumstances in which a victim’s privacy would be violated to make a legally mandated 
report to government authorities. 

 
We thank you for considering these comments, and we encourage HHS’s careful consideration 
of the unique concerns of survivors of domestic violence, sexual assault, dating violence, and 
stalking as it evaluates the possibility of changing the HIPAA Privacy Rule. To facilitate 
informed, coordinated care that best meets the needs of patients, victims of violence need an 
environment where they feel safe to share sensitive information and have predictability about 
how it will be protected. At	the	very	least,	we	request	that	any	final	rule	changes	clarify	that	
stricter	confidentiality	rules,	including	confidentiality	rules	in	VAWA,	FVPSA,	and	VOCA,	supersedes	
these	rules.	 
 
Thank you for this opportunity to comment. If you have any further questions, please contact 
Alicia Aiken, Confidentiality Institute at alicia@danucenter.org, Cindy Southworth, National 
Network to End Domestic Violence at cs@nnedv.org, or Carole Warshaw, National Center on 
Domestic Violence, Trauma & Mental Health at cwarshaw@ncdvtmh.org. 

  
Sincerely, 
 

   
 
Cindy Southworth, MSW    Alicia L. Aiken, JD 
Executive Vice President    Director 
National Network to End Domestic Violence Danu Center’s Confidentiality Institute 
 
 

 
 
Carole Warshaw, MD 
Director 
National Center on Domestic Violence, Trauma & Mental Health 


